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INFORMATION GOVERNANCE – DOPs COMMUNICATION 
 

 
General Data Protection Regulation (GDPR) Briefing 
 
The EU General Data Protection Regulation (GDPR) was approved in 2016 and will become directly 
applicable as law in the UK from 25th May 2018. The current Data Protection Bill will become the 
new Data Protection Act at the same time. 
 
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf 

 
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/ 

 

 
Accountability 
 
You should document what personal data you hold, where it came from and who you share it with. 
You may need to organise an information audit.  You must keep comprehensive and robust records 
of all personal information that you process in any way.  The Information Commissioners Office (ICO) 
may ask to see this.  There is a template available on our portal, this is known as data flow mapping. 
 
https://portal.nyhcsu.org.uk/web/information-governance-portal/home 
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Individual rights  
 
The GDPR provides the following rights for individuals:  
 

1. The right to be informed, Individuals have the right to be informed about the collection and 
use of their personal data. This is a key transparency requirement under the GDPR 
 

2. The right of access, Individuals have the right to access their personal data and 
supplementary information.  

 
3. The right to rectification, Individuals have a right to have inaccurate personal data rectified, 

or completed if it is incomplete.  
 

4. The right to erasure, GDPR introduces a right for individuals to have personal data erased. 
The right to erasure is also known as ‘the right to be forgotten’. 
 

5. The right to restrict processing, Individuals have the right to request the restriction or 
suppression of their personal data. This is not an absolute right and only applies in certain 
circumstances. 
 

6. The right to data portability, this allows individuals to obtain and reuse their personal data 
for their own purposes across different services. It allows them to move, copy or transfer 
personal data easily from one IT environment to another in a safe and secure way, without 
hindrance to usability. 
 

7. The right to object to processing 
 

8. Rights in relation to automated decision making and profiling, The GDPR has provisions on: 
automated individual decision-making (making a decision solely by automated means 
without any profiling can be part of an automated decision-making process.  

 

 
 
 
 
 
 
 
 



 
 

 

 
 
 

 
Data Protection Officer 
 

 Health and social care organisations that are public authorities must appoint a Data 
Protection Officer (DPO) Public authorities include General and Dental Practices. 
 

 The DPO should have data protection experience, be accountable to the senior levels of an 
organisation’s management and fulfil the DPO tasks set out in the GDPR. However, a formal 
DPO can be a shared resource between organisations e.g. one individual might be the formal 
DPO for multiple GP & Dental practices.  
 

 A Practice Manager, or one of their colleagues, can be appointed as DPO in addition to their 
existing roles as long as they have data protection experience and are not the final decision 
taker about data used in the organisation (which would be seen as a conflict of interest).  
 

Data protection impact assessments 
 

 A data protection impact assessment (DPIA) is a process to help you identify and minimise 
the data protection risks of a project.  
 

 You must do a DPIA for certain listed types of processing, or any other processing that is 
likely to result in a high risk to individuals’ interests.  
 

 Your DPIA must: describe the nature, scope, context and purposes of the processing; assess 
necessity, proportionality and compliance measures; identify and assess risks to individuals; 
and identify any additional measures to mitigate those risks.  
 

 To assess the level of risk, you must consider both the likelihood and the severity of any 
impact on individuals. High risk could result from either a high probability of some harm, or a 
lower possibility of serious harm.  
 

 You should consult your DPO and, where appropriate, individuals and relevant experts.  
 

Data Protection Impact Assessment 
 
 
 
 
 
 
 

https://portal.yhcs.org.uk/documents/67881/12147133/Generic+Privacy+Impact+Assessment/2933db1d-011f-4bf8-9b1c-caf935ada502?version=1.0&targetExtension=pdf


 
 

 

 
 
 
 

Subject Access Requests  
 

 The GDPR makes two important changes to individuals’ right of access to data about them. 
Firstly, the time period for complying with such requests has been reduced from 40 days to 
one calendar month.1 Secondly, except for repeated requests, controllers will not be able to 
charge individuals for responding to these requests.  
 

 A further important point is that while the DPA 1998 specifies that requests must be made in 
writing, the GDPR has no such requirement. This means that in future requests could be 
made verbally. Whether a request is written or verbal you will need to check that the 
requestor is the person they say they are.  
 

 If you provide patients with online access to their medical record then it is likely that the 
changed approach to subject access requests will not be a burden on the practice because it 
is likely that it will reduce the number of requests.  
 

Data Protection Fee  
 

 Under the current DPA, data controllers are required to notify the ICO that they are 
processing personal data and pay a fee (£35 for most organisations and £500 where the 
organisation’s turnover is over £26 million and they employ more than 249 people).  
 

 On 25 May 2018 this arrangement will change. On that date the Data Protection (Charges 
and Information) Regulations 2018 will come into effect. In short they change the fee that is 
payable to either £40; £60 or (for large organisations) £2,900. The ICO has produced 
guidance that sets all this out in detail.  
 
https://iconewsblog.org.uk/2017/10/05/ico-fee-and-registration-changes-next-year/ 
 

 The current ICO plan is that the new fees will be phased in when an organisation’s existing 
registration expires. As this is the way that the ICO funds its data protection operations (they 
do not keep any fines imposed nor receive direct Government funding) it is an issue the ICO 
will act on. Currently ‘non-notification’ is a criminal offence which the ICO prosecutes. This 
will no longer be the case under the new Regulations but the ICO will have the power to 
directly levy a monetary penalty of up to £4,350. 
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Consent 
 
You must keep clear records to demonstrate consent. The GDPR sets a high standard for consent, 
but the biggest change is what this means in practice for your consent mechanisms. The GDPR is  
clearer that an indication of consent must be unambiguous and involve a clear affirmative action (an 
opt-in). It specifically bans pre-ticked opt-in boxes. It also requires distinct (‘granular’) consent 
options for distinct processing operations. Consent should be separate from other terms and 
conditions and should not generally be a precondition of signing up to a service.  
 
The GDPR gives a specific right to withdraw consent. You need to tell people about their right to 
withdraw, and offer them easy ways to withdraw consent at any time. Public authorities, employers 
and other organisations in a position of power may find it more difficult to show valid freely given 
consent. You need to review existing consents and your consent mechanisms to check they meet the 
GDPR standard. If they do, there is no need to obtain fresh consent. 
 
 

 GDPR sets a high standard for consent. But you often won’t need consent. If consent is 
difficult, look for a different lawful basis.  
 

 Check your consent practices and your existing consents. Refresh your consents if they don’t 
meet the GDPR standard.  

 

 Avoid making consent to processing a precondition of a service.  
 
Public authorities and employers will need to take extra care to show that consent is freely given, 
and should avoid over-reliance on consent. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

 

 
 
 
 

Personal data breaches  
 

 The GDPR introduces a duty on all organisations to report certain types of personal data 
breach to the relevant supervisory authority. You must do this within 72 hours of becoming 
aware of the breach, where feasible.  
 

 If the breach is likely to result in a high risk of adversely affecting individuals’ rights and 
freedoms, you must also inform those individuals without undue delay.  
 

 You should ensure you have robust breach detection, investigation and internal reporting 
procedures in place. This will facilitate decision-making about whether or not you need to 
notify the relevant supervisory authority and the affected individuals.  

 

 You must also keep a record of any personal data breaches, regardless of whether you are 
required to notify. 

 

 
 
ICO GDPR readiness Checklist 
 

 This ICO checklist has been designed to help you, as a controller, assess your high level 
compliance with data protection legislation. It includes the rights of individuals, handling 
requests for personal data, consent, data breaches, and data protection impact assessments 
under the General Data Protection Regulations. 

 
https://ico.org.uk/for-organisations/resources-and-support/data-protection-self-
assessment/controllers-checklist/ 
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In the consulting room: a mild case of GDPR 
 
In which we establish an evidential link between data protection legislation, headaches and 
depression in general practice... 
GP: What can I do for you today, Mrs Smith? 
Patient: How did you get my name? 
GP: The receptionist told me before she buzzed you in 
Patient: I don’t remember giving her permission to share my details with a third party 
GP: It’s her job to tell me who you are 
Patient: She didn’t obtain my explicit consent 
GP: It was probably an oversight, madam 
Patient: Madam? Why is my gender relevant? 
GP: It may or may not be. It depends why you’re here 
Patient: Well, I’ve not been feeling myself recently 
GP: I see. I understand you’ve been having a lot of headaches 
Patient: And you obtained that information how, exactly? 
GP: It’s all on your health record 
Patient: Did I consent to this use of my data? 
GP: We need the information to treat you 
Patient: Where is that made clear in your privacy policy? The receptionist never mentioned it. She 
just sent me in 
GP: She may have presumed that if you made an appointment, came to the surgery and sat in the 
waiting room for half an hour that you wanted to see a doctor 
Patient: You can’t rely on presumption. I should have been given a clear opt-in 
GP: Do you want to see me or not? 
Patient: That’s my business. I’m not obliged to disclose a preference either way 
GP: This is ridiculous. We’re getting nowhere here 
Patient: What are you writing about me? I demand to see it 
GP: I’m writing a prescription. Take it to the pharmacy and they’ll give you something that will help 
Patient: That’s outrageous. The pharmacist may be able to identify me 
GP: We’re going round in circles 
Patient: What are you going to do about my headaches? 
GP: They’re perfectly normal. You’re suffering from a mild case of GDPR. It may seem painful now 
but you should make a full recovery by early June 
Patient: So I don’t need to do anything? 
GP: No, just get plenty of rest and try to avoid processing any sensitive data 
Patient: Thanks for putting my mind at rest, doctor 
GP: Why are you using my professional title when it isn’t relevant to your stated use of my data? 
Patient: I’m very sorry 
GP: Don’t mention it – you have a right to be forgotten. Would you mind opting yourself out? 
 



 
 

 

 
 
 
 

 

IG Portal 
 
The IG portal is an invaluable tool for GP Practices & dental practices, Optoms and 
pharmacies and contains template documents for toolkit compliance, an informative Blog 
and information about GDPR, as well as a huge array of general IG information and links.  

 
You will be able to access all the folders from the Welcome page by clicking on: 
All the guidance documentation can be accessed here  
 

 
 
 
Come visit us at: 
 
https://portal.yhcs.org.uk/web/information-governance-portal/home 
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